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Cyberattacks 1n Zambia

1. Mobile Malware Scam Arrests

In early 2025, Zambian authorities arrested 14 individuals linked to a criminal syndicate that
disseminated malware through malicious links sent via messaging apps. Once a victim clicked the
link, the malware compromised their device, granting hackers access to banking applications and
enabling the spread of the malicious link to the victim's contacts, thereby amplifying the scam's
reach .

2. Broader Cybercrime Trends

« Cybercrime in Zambia has been on the rise, with incidents including phishing scams, ransomware
attacks, and data breaches affecting mobile money agents, banks, and ordinary citizens. These
threats underscore the increasing vulnerability of digital platforms in the country




The VISIBILIITY TRIAD

Detection and

Comprehensive
In-depth
Protection

SECEON OPEN THREAT MANAGEMENT PLATFORM
Proactive Threat
. ‘ . Detection using Machine
Learning, Dynamic Threat

Comprehensive Visibility
into all organizational
assets like applications,
services, users, hosts, etc.

Active
Directory

DHCP/DNS

Comprehensive Reporting
and Compliance with
flexible and easy
deploymentscenarios.

Seceon, Inc. Confidential

Saa$S Cloud

Artificial
Intelligence
Remediation

Dynamic
Threat Model

Internet

Comprehensive
Visibility

Private Cloud

Models and Al with
Actionable Intelligerica.

Machine Database
Learning

Behavioral

Analytics

Application
Real Time
Threat
Detection

File Vault

Automated Real Time
Elimination and
Containment of known
and new threats.

d.seceon



Integrated Defence-In-Depth in Single Platform d seceon

Integrated Defence-In-Depth in Single Platform
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Automated Robustness Integration

Technology Scalability Productive
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